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RSA-ACE auth server integration with SA standalone and cluster nodes

Scenario # 1: Single Node or Standalone SA

There are four configuration steps required to integrate RSA SecurlD with the SA appliance.

1. Add SA as an Agent Host in the RSA Authentication Manager’s database and create sdconf.rec file.
2. Add ACE server to the SA configuration and import the sdconf.rec file.

3. Bind the Ace server to an SA authentication realm

4. Configure role mapping rules

Step 1. Add the SA as an Agent Host within the RSA Authentication Manager's database and create an
sdconf.rec file.

#3 RSA Authentication Manager 6.1 Administration sry-ma-ssl-01.JTACSSLMA.COM
File System User Token Group | Agent Host Realm  Site RADIUS Log Report Help

EditEent Host. ..

Copy Agent Hosk, ..
List Agent Hosts. ..
Delete Agent Hosts. .,

Server Assignment. ..
Generate Configuration Files. ..

1. On the RSA Authentication Manager computer, go to Start -> All Programs - RSA Security - RSA
Authentication Manager Host Mode . On the Agent Host menu, choose “Add Agent Host ".

¢ Name: Type the hostname of the SA

¢ Network Address: Type the real IP address of the SA internal interface for NodeA

* Agent Type: Select Communication Server

* Encryption Type: Choose your encryption method. The SA supports both SDI & DES encryption
* Assign users to the Agent Host by choosing either “Open to All
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* Locally Known Users” or click “User Activations” and assign users. In our example we
choose “Open to All Locally Known Users”.

Add Agent Host B

MName: ISA_Device

Network address: Il 72.28.80.43

Site: | Select |

Agent type: |UNIX Agent
Communication Server
Single-Transaction Comm Server

Encryption Type: C SDI & DES
I~ Node Secret Created
[+ Open to All Locally Known Users
[ Search Other Realms for Unknown Users
" Requires Name Lock
v Enable Offline Authentication
[+ Enable Windows Password Integration

[” Create Verifiable Authentications

Group Activations... User Activations...

Secondary Nodes... Delete Agent Host
Edit Agent Host Extension Data... Configure BADIUS Connection...

Assign Acting Servers... Create Node Secret File...

0K I Cancel Help

Click OK to add the SA as an Agent Host to the RSA Authentic  ation Manager’s database.

2. In the RSA Authentication Manager choose Add Agent -> Generate Configuration File - One Agent Host .
Select the Agent Host for the SA created in Step 2 and Click OK and save the sdconf.rec file in a known

directory. The same sdconf.rec file will be used in subsequent steps to import on the ACE server instance
created on the SA device.

Generate Configuration File [ %]

Generate Configuration File For:

 All Agent Hosts

gent Hosts using Acting Master:
< Mo Selection > j

oK | Cancell Help |
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Step 2: Add the ACE server as an authentication ser

1. In the Administrator Console, choose Authentication

->Auth Servers

ver instance on the SA by importing the sdconf.rec file

>ACE - New Server. The

configuration page for the ACE server appears. After the sdconf.rec is imported, the ACE configuration is
synchronized across all members of the cluster.

Juniper

Status
Configuration
Metwark

Clustering

Wirtual Systerns

IF-MAP Faderation »

LoagfManitoring

Signing In

Endpaoint Security »

Auth, Servers

Adrin Realms

Admin Rales

Uszer Realms

Usar Rolas

Rezource Profiles +

Fesource Policies »

Junios Pulze

Suztarm
Imnport/Export
FPush Config
Archiving

Troubleshooting  «

Note: Under Node Verification file, the “Creation Time” is blank. This will not be filled in until at least one user

Name: Enter a name to identify the ACE Server instance
Port: Change if needed but the default is 5500

Import new config file:
Click Save Changes

Auth Servers =

ACE Server

Click the “Browse” button and upload the sdconf.rec file.

* Name:!

:ACE Server
* ACE Port: (5500 |

Configuration File

Current config file:
Irmported on:

Import

Node ¥erification File

& Hode
[ this node

Delete

authenticates successfully to this SA device.

*  Import new config file:

| Label to teference th

Step 3: Bind the ACE Server to an SA Authentication

thiz servar,

sdconf.rec
Wed Jun 22 17:47:28 2011

Browse..

Realm:

Creation Time

1. GotoUsers - Roles and create a role for your SecurlD users based on your secure access policies.
2. Goto Users > Realm = New and enter the appropriate information for the Authentication Realm

Name: Give the Realm a Name

Authentication Server:

Select the ACE server defined step above and save changes
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Juniper i

Status

Conngnaioh .| New Authentication Realm

Metwork,

Clustering

irkual Systems *  MName: ACE
IF-MAP Federation » Description:

gning In
Endpoint Security

Auth, Servers

[ when editing, start on the Role Mapping page

Admin Realme

& Amiiale Servers

User Realms :
= seruers to use for authentication and authorization, Ta cr

see the Serers page

User Roles »

Resource Profiles «

Resource Policies + Authentication: ACE Sever BN
Junas Pulss E Directory/attribute: MNone |

TEE Accounting: Mone
IrnportExport

Push Canfig *| [0 additional authentication server

Archiving [

Troubleshosting
] pynamic policy evaluation

Save changes?

Save Changes

Step 4: Configure Role-Mapping rules.

1. Click “New Rule” and create a role mapping rule.

Juniper

Status

User Authentication Reslms >

Configurstion | A oE

Hetiork
Clustering

Virtual Systams
IF-MAF Federation »

Specify how to assign roles to users when they sign in, Users that are not assigned a role will nat be able to sign in,

LoafManitaring

e ; R { New Rule H Duplicate H Delete I E E

Endpoint Security
Auth, Servers ¥ When users meet these conditions assign these roles

wkn

[ 1. usermame s Users

Adrain Realms

Adrnin Roles

User Realms H| When more than one role is assigned to a user:
User Roles

s :
hacaures profiles 1| @ Merge settings for all assigned roles

Fesource Palices +| () User must select from among assigned roles

Jurios Pul | O User must select the sets of merged roles assigned by each rule

Sustem V| Meter Users that do not meet any of the above rules will not be able to sign into this realm.
Impart/Export
Push Canfig
Archiving

Troubleshasting

After successfully configuring the server, SecurlD authentication is enabled on the SA. Users who are configured to
use SecurlD authentication can sign in with their username and their SecurlD Passcode.
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Scenario # 2: Active/Active or Active/Passive SA CI uster

There are four configuration steps required to integrate RSA SecurlD with the SA appliance.

1. Add each SA node of the cluster as an Agent Host in the RSA Authentication Manager’s database and
create sdconf.rec file.

Add ACE server to the SA configuration and import the sdconf.rec file.

Bind the Ace server to an SA authentication realm

Configure role mapping rules

PN

Step 1: Create an Agent Host within RSA Authenticat ion Manager, one for each member in the SA Cluster  with
its corresponding IP address.

1. On the RSA Authentication Manager computer, go to Start> All - Programs - RSA Security - RSA
Authentication Manager Host Mode . On the Agent Host menu, choose “Add Agent Host".

#% RSA Authentication Manager 6.1 Administration sry-ma-ssl-01.JTACSSLMA.COM
File System User Tokem Group | AgemkHost Realn  Site RADIUS Log Report  Help

Edit Egent Huost...

Copy Agent Hosk, ..

Lisk Agent Hosts, ..

Delete Agent Hosts. .,

Server Assignment. .
Generate Configuration Files, ..
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Name: Type the hostname of the SA
Network Address: Type the real IP address of the SA internal interface for NodeA
Agent Type: Select Communication Server

Encryption Type: Choose your encryption method. The SA supports both SDI & DES encryption
Assign users to the Agent Host by choosing either “Open to All Locally Known Users” or click
“User Activations” and assign users. In our example we choose “Open to All Locally Known
Users”.

Click OK to add the SA as an Agent Host to the RSA Authentication Manager’s database.

Edit Agent Host
Name: INDdBA
Metwork address: |1 72.19.48.158
Site: | Select |
Agent type: UN|X Agent
:Communication Server
Single-Transaction Comm Server d|
Encryption Type: © SDI & DES

I Node Secret Created
v Open to All Locally Known Users %
[” Search Other Realms for Unknown Users
" Requires Name Lock
¥ Enable Offline Authentication
¥ Enable Windows Password Integration
[” Create Yerifiable Authentications

Group Activations... User Activations...

Secondary Nodes... Delete Agent Host

Edit Agent Host Extension Data... Configure RADIUS Connection...
Assign Acting Servers... Create Node Secret File...
oK I Cancel Help
Go back and repeat step one for “Node B” as shown i n the screenshots below.
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Edit Agent Host

Name: INDdEB

Network address: |1 72.19.48.159

Site: | Select |

Agent type: [UNIX Ag
:Communication Server

Single-Transaction Comm Server

Encryption Type: © SDI & DES
I"| Node Secret Created
¥ Open to All Locally Known Users
[~ Search Other Realms for Unknnwn%sers
[ Regquires Name Lock
¥ Enable Offline Authentication
¥ Enable Windows Password Integration

[" Create Verifiable Authentications

Group Activations... User Activations...
Secondary Nodes... Delete Agent Host
Edit Agent Host Extension Data... Configure RADIUS Connection...
Assign Acting Servers... Create Node Secret File...

0K I Cancel Help

2. Inthe RSA Authentication choose Generate Configuration File>One Agent

#3 RSA Authentication Manager 6.1 Administration srv-ma-ssl-01.JTACSSLMA.COM
Eile System User Token Group | &gent Host Bealm  Sike RADIUS Log Report  Help
add Agent Host...
Edit Agent Host. ..
Copy Agenk Host., ..
List Agenkt Hosks, .,
Delete Agent Hosts., ..
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Generate Configuration File E3

— Generate Configuration File For:

¢ All Agent Hosts
t

" Arange of Age.l:n.t Hosts using Acting Master:

< No Selection >

0K Cancel

Help |

3. Select any one of the above two Agent Hosts that were created as above in Step 1 and Click OK to save the
sdconf.rec file in a known directory.

(2

System  Lls=r  Token  Em fgent Host fealn SEe

Hostname:
[Modea

™ By Site: Select |

NodeB 172.19.48.159

|Network Address [Site Name

NodeA 172.19.48.158

t-

I oK | l:am:ell

Help J

4. In the above screenshot we have saved sdconf.rec file of Agent host ‘NodeA’. The same sdconf.rec file will be
used in subsequent steps to import on the ACE server instance created on the SA device.
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Step 2: Add the ACE server as an authentication ser
In the Administrator Console, choose Authentication - Auth Servers - ACE - New Server.

ver instance on the SA by importing the sdconf.rec file

The configuration page for the ACE server appears. After the sdconf.rec is imported, the ACE configuration is

synchronized across all members of the cluster.

* Name: Enter a name to identify the ACE Server instance
* Port: Change if needed but the default is 5500
* Import new config file:

» In this case upload sdconf.
* Click Save Changes

JuniPer

Click the “Browse” button and upload the sdconf.rec file.
rec file saved as shown in above stepl.

Etatum
Canfiguratian
Hatwark
Clisstaring
Virtual Syprteams
IF-MaR Fadasation -
LagMantaring
figning in
Endpoint Sacurty
Auth. Sarvan

didrmin Realrs
Adphid Balas ¥
Usar Fealms [
Usat Folas
Resgurce Brofilas
Aesource Dulides
LR T Y

Eywtem
ImperyExpaort
uth Config
Archiving
Trsublaghastng

Note: Under Node Verification file, the “Creation T
authenticates successfully to each of the nodes. Yo
the SA and the ACE server to negotiate a node secre

:&'CE S é.we r

Name: ACE Sarver
ACE Port: 5500
Configueration Flm

Current config file:
Imported on:

Impart new cunﬁg file:

|_lmport
Hoade Varification Fils

& Node
] model

[ model

| Delete |

User Record fyncheenization

[] Enakle User Record Synchronization

Logical Auth Server Name:

Savn Changes?

| Seve Changes || Fesat |

Wed Jun 22 17:47,28 2011

ime” is blank. This will not be filled in until at least one user
u will need to log into the physical IP of each nod e to allow
t on first successful login.
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Step 3: Bind the ACE Server to an SA Authentication Realm:

1. Goto Users>Roles and create a role for your SecurlD users based on your secure access policies.
2. Goto Users>Realm>New and enter the appropriate information for the Authentication Realm

Juniper Iy

Status ¥
T | MNew authentication Realm

M etwark

Clustering

Wirkual Systars i Marme: | ACE

IF-MMAR Federation Description:

Logf Monitoring v

Signing In

Endpoint Security  »

Auth. Servers

[ when editing, start on the Role Mapping page

Adrnin Realrms

: Admin Foles Servers
ectheslie Specify the seruers to usa for authenticstion and authorization, To create of manage servers, see the Sewers page.
User Roles v
Resource Profiles
Resource Policies Authentication: ACE Saerver v
i . Directory/attribute: Mone v |
oo 5
Byiian Accounting: MNone v |
Irmpart/Expart
By -hesantly k [ additional authentication server
Archiving b

Troubleshooting

= Dynamic policy evaluation

Save changes?

Sawve Changes

* Name: Give the Realm a Name
» Authentication Server: Select the ACE server defined step above and save changes

Step 4: Configure Role-Mapping rules.

Click “New Rule” and create a role mapping rule.
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Juniper

Statusz b

R = User Authentication Realms =
onfiguration ‘| ACE

Mt ork b

Clustering

Wirtual Systerms b
IF-MAR Federation »
EELeaen e Specify how to assign roles to users when they sign in, Users that are not assigned a role will not be able to sic

] Signing In ’ [ Mew Fule... H Duplicate H Delete ‘ I +* H : ‘
Endpoint Security
SR E _ ¥ When users meet these conditions assign these roles

Admin Realms b

Admin Roles ¥

= Users When mare than one role is assigned to a user:

User Real : :
=el RS e "| @ Merge settings for all assigned roles
() User must select from among assigned roles

e () User must select the sets of merged roles assigned by sach rule

User Roles ’

Resaource Praofiles

Junos Pulse

Mote: Users that do not meet any of the above rules will not be able to sign into this realm.

Systam L]
ImportfExpart b
Push Config

Archiving 3

Troubleshooting  »

After successfully configuring the server, SecurlD authentication is enabled on the SA. Users who are
configured to use SecurlD authentication can sign i n with their username and their SecurlD Passcode.
Log directly into Node A Physical IP, and you will now see node secret file created for NodeA

© Juniper Networks, Inc. 12
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Mame; !-"—\CE | Labeal te reference thiz: zarver

ACE Port: 5500

Configuration File

Current config file: Ci\EveryoneShare'sdconf.rec
Imported on: Thu Jul 23 10:13:31 2009
Import new Cﬁﬂﬁg file: | . Specify new configuration File

Node Verification File

[ Node Creation Time
[] Nodes Thu Jul 23 10:14:11 2009
[] ModeB =

Save Changes 7

| Save Changes | [ Reset |

Log directly into Node B Physical IP, and you will now see node secret file created for Node B as well

Settings JUHSers

Name: ACE ybal to refermncs th
ACE Port: 5500

Configuration File

Current config file: C:\EveryoneShare\sdconf.rec
Imported on: Thu Jul 23 10:13:31 2009

Import new config file: puchy ra
Irnpont

Node Verification File

2 Node Creation Tima
[] Nodea Thi Jul 23 10:14:11 2009
[[] NodeB Thu Jul 23 10:14:59 2009

Save Changes ?

[ Save Changes | [Resat ]
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How to add an Authentication agent in ACE 7.1 Authe

ntication Manager

From the Security Domain drop-down menu, select the security domain to which you want to add the new

Use the Hostname buttons to specify whether you want to enter a new name for the agent or use an existing

If you choose to enter a new name, the name must be unique.

If you choose to use an existing server node, the IP Address and Alternate IP Address fields are automatically
populated with information for the host and are read-only.

In the IP Address field, enter the IP address of the agent.

If you choose to use an existing server name, this field is automatically populated and read-only.
From the Agent Type drop-down menu, select the type of agent you want to add. The default choice is

Configure rest of the options as per your requirements.

[T Help on this pa;

1. Click Access > Authentication Agents > Add New
2.
agent.
3.
server name.
4,
5.
Standard Agent .
6.
7. Click Save.
g

Authentication agents provide a secure bwo-way communication path ko and from the RSA Authentication Manager, When a user attempts ko gain access o a network resource, the ¢
receives the authentication request and submits it aver a secure line ta the Authentication Manager.

|

Save & Add Another

| Save

| Cancel

Required field
Administrative Control

SystemDomain - I adrminiskrators may manage this authentication agent

[E] security Domain:

Authentication Agent Basics

[i] Hostname: (oI Resalve IP
s Existing node: I-- Choose One - = I
[4] P Address:
Resolve Hostname
[ Prokect IP Address: [¥ Prevent auta registration from unassigning IP address
[5] Alternate IP Addresses: P Address
| | Add | Update

This procedure configures communication between the authentication agent and RSA Authentication Manager, and
generates the Authentication Manager configuration
file, sdconf.rec. Before an authentication agent can communicate with the
Authentication Manager, you must copy this file to the agent host.
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To configure communication options and generate the

1. Click Access > Authentication Agents > Generate Configura
2.

configuration file:

tion File .

From the Maximum Retries drop-down menu, enter the number of times you want the authentication agent
to attempt to establish communication with Authentication Manager before returning the message "Cannot

agent - server communications.”

From the Maximum Time Between Each Retry drop-down menu, enter the number of seconds you want to
set between attempts by the authentication

agent to establish communications with Authentication Manager.

4. Click Generate Config File .
5. Click Download Now to download the configuration file.

Generate Configuration File 7~

0 = - 50 [) — -

Optionally, configure the maximum number of retries and the maximum time bebween each retry,

Cancel | Reset | Generate Config File

Agent Timeout and Retries

[Z] Maxirmum Retries: Allowe |5 _= | attempts before timing ook

[@] Mairium Time Between Each Retey: Al |5 - I seconds bebween each atbempk
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Additional ACE features:

_Chal liati
The SA supports the following ACE challenges:

* New PIN Mode

» System Generated PIN Next TOKENCODE Screen
New Pin Mode:

JUNIPEL

WelCmne Lo Lhe
Junos Pulse Secure Access Service

1} Hew PIN Heguired

Yol misr oheane 8 rew Fersorzl idantdfiestinn Murber (P10 hafoma woorcan sign in. Your B35 sheidd e 2 me 8 digis {ong.

Bess BN | |
Canfim Py | |
# [a suce ko cememces oo 55N bacsuns van neas tisosion .

® D cede el Tt 8 rea PIM rew el Conte

_S:EP‘N i ::I::ﬂ |

Juniper

Welcmine o Lhe
Junos Pulse Secure Access Service

WOLn aew 2N nEE oesr 2aved, Do dune Do remember your PIN, because wid need it each Do von signin Taconines ogqing o), plesse wal lor Tha Coce on voo” Dezalh woken To Chends and then
onbzr your H='W 2% falyace oy the SeourlD taken code.
LEarmams ] Viezsa zigain to bogin your secore session,
Paszwurd
Zicn'n
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System Generated PIN:

Junper

Welcome to the

Junos Pulse Secure Access Service

(i) Gaaerabe Mew PIN?

The system wil now generaba a PIN far you, Make sura that ro cre alsa can sae your seraen and than chok Generate 71N o continue,

Juniper

Welcome to the

Junos Pulse Secure Access Service

3 Mew PIN Generatud

| Caningz

Your nee FIN is 2259, Ba sura to ramembar i, Sacasa you nead year FIN sach trme you sqn in, Shan you ave memenzed it click Continog o retum o tha sigr-m pags

Next Token Code Screen:

JuniPer

Welcome to the

Junos Pulse Secure Access Service

&TDkEI‘I Resync Rﬁquwed

Flease enter an additional token code to continue,

The seruar requires that you enter an sdditional token code ko verify that your credentisls sre valid, To continue; wait for the foken code to changs and then snter the new code in the Securld Token Cods field,
SecurlD Token Code: ||

i
Enter
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